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The erosion of trust put in traditional database servers and in Database Service 
Providers and the growing interest for different forms of selective data 
dissemination are different factors that lead to move the access-control from 
servers to clients. ... 
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Physical layer wireless network emulation has the potential to be a powerful 
experimental tool. An important challenge in physical emulation, and traditional 
simulation, is to accurately model the wireless channel. In this paper we examine 
the possibility ... 
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The design of very small databases for smart cards and for portable embedded 
systems is deeply constrained by the peculiar features of the physical medium. 
We propose a joint approach to the logical and physical database design phases 
and evaluate several ... 
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Users increasingly use their mobile devices for electronic transactions to store 
related information, such as digital receipts. However, such information can be 
target of several attacks. There are some security issues related to M-commerce: 
the loss ... 
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This paper describes a federated identity management system based on long 
lived encrypted credential files rather than virtual cards and short lived 
assertions. Users obtain their authorisation credential files from their identity 
providers and have ... 
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UCLA teaches students how to master the steep slopes of the embedded systems 
mountain. The EE201 A graduate course connects high-level design specification 
to embedded implementation. There is a long-standing and wide culture gap 
between system designers ... 
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This paper presents research performed during the last 4 years (2003-2007), in 
order to design applications (usually referred as EAP smart cards) which enhance 
security and privacy in emerging WLAN infrastructures. It introduces smart cards 
ensuring ... 
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The Caernarvon operating system was developed to demonstrate that a high 
assurance system for smart cards was technically feasible and commercially 
viable. The entire system has been designed to be evaluated under the Common 
Criteria at EAL7, the highest ... 
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Computer security becomes increasingly important with continual growth of the 
number of interconnected computing platforms. Moreover, as capabilities of 
embedded processors increase, the applications running on these systems also 
grow in size and complexity, ... 
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Smart cards and their related technologies are an emerging component of 
electronic commerce worldwide. In some countries, they are revolutionizing 
aspects of commerce, healthcare, and recreation. 
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Smart Cards are becoming a ubiquitous means for securing a wide range of 
interactive applications. However in many cases its use is limited for 
authentication purposes only. In this paper we extend the use of smart cards for 
carrying abstract user interface ... 
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We expose privacy issues related to Radio Frequency Identification (RFID) in 
libraries, describe current deployments, and suggest novel architectures for 
library RFID. Libraries are a fast growing application of RFID; the technology 
promises to relieve ... 
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With the emergence of 3D graphics/ arts assets commerce on the Internet, to 
protect their intellectual property and to restrict their usage have become a new 
design challenge. This paper presents a novel protection model for commercial 
graphics data by ... 
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Digital content providers seek to restrict usage by implementing conditional 
access. One such scenario is the security aspects of digital video broadcast (DVB- 
S). There has been a history of attacks on this technology to circumvent any 
security measures ... 
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We revisit a public key scheme presented by Shamir in [19] (and simultaneously 
by Naccache in [15]) and examine its applicability for general-purpose RFID tags 
in the supply chain. Using a combination of new and established space-saving 
methods, we present ... 
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Smartcards are the most secure portable computing device today. They have 
been used successfully in applications involving money, and proprietary and 
personal data (such as banking, healthcare, insurance, etc.). As smartcards get 
more powerful (with ... 
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A Radio Frequency Identification Device (RFID) allows effective identification of a 
large number of tagged objects without physical or visual contact. RFID systems 
are a promising technology for supply chain management and inventory control. 
As individual ... 
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We review the existing literature on Java safety, emphasizing formal approaches, 
and the impact of Java safety on small footprint devices such as smartcards. The 
conclusion is that although a lot of good work has been done, a more concerted 
effort is ... 
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